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• Every day there are active threat actors that are probing our systems 
looking for weaknesses by attempting to steal or attack our personal and 
organizational data.

• Email

• Financial Information

• Confidential Information

• Inflict Ransomware

• You may not even be aware that your account credentials have been 
compromised and your data has been stolen.
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• How do we counteract these attempts and stop the attackers at 
the door before they have a chance to invade our systems?

• Work to implement multi-factor authentication!
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• Multi-factor authentication adds a second layer of security to your IT 
accounts. Verifying your identity using a second factor (like your phone or 
USB fob) prevents anyone but you from logging in, even if they know your 
password.

• How It Works
1. Enter username and password as usual

2. Use your phone or touch USB fob to verify your identity

3. Securely logged in
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• There are multiple device types and methods that can be used to perform 
multi-factor authentication depending on the service chosen by your 
organization.

• Apple iOS devices (iPhone, iPad, Apple Watch) – Authenticator App

• Android devices (Android Phones and Tables) – Authenticator App

• Phone Call

• Text Message

• USB ‘Touch’ fobs named Yubikeys

• Multi-factor authentication providers provide a self-enrollment portal where you will enroll 
and manage the devices you choose to use for multi-factor authentication.
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• All major cloud service providers offer multi-factor authentication 
protection.

• Microsoft Office 365

• Google Workspace and Gmail

• For larger organizations that use more than just email services there are 
dedicated multi-factor authentication service providers to integrate with 
your custom cloud and on-premise applications.

• Duo

• Okta

• Work with your trusted IT provider to determine what works best for your 
organization.
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• What does it cost to implement multi-factor authentication?
• Typically, it is charged by the user and costs a few dollars per user per 

month.

• You may already have a license that includes multi-factor 
authentication.
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Office 365 – Microsoft Authenticator



Google Workspace – Gmail 



Duo – Desktop Login



• In addition to using performing multi-factor authentication with a 
smartphone, you may also authenticate by touch using a USB fob named 
a Yubikey.

• There are different form factors available to choose from.

Yubikey Fobs



• When implementing multi-factor authentication, you slam the 
door on their attacks!

• Only you have the ability to log into your accounts even if your 
credentials are stolen.

• It is one of the easiest security measures to implement and has 
the biggest return on investment.
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